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What actually is ‘cloud native’?
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Cloud Native: Definition

Cloud native computing is an approach in software development that utilizes cloud computing to 

"build and run scalable applications in modern, dynamic environments such as public, private, and 

hybrid clouds". Containers, service meshes, microservices, immutable infrastructure, and declarative 

APIs exemplify this approach.

[ CNCF Cloud Native Definition v1.0 ]

https://github.com/cncf/toc/blob/main/DEFINITION.md


Cloud Native: Definition

These techniques enable loosely coupled systems that are resilient, manageable, and observable. 

Combined with robust automation, they allow engineers to make high-impact changes frequently and 

predictably with minimal toil. [...]

[ CNCF Cloud Native Definition v1.0 ]

https://github.com/cncf/toc/blob/main/DEFINITION.md


Cloud Native: Kubernetes

By 2025, Gartner estimates that over 95% of new digital workloads will be deployed on cloud-native 

platforms, up from 30% in 2021.

Kubernetes has become the de facto standard for cross-cloud orchestration and [in general] a pillar 

of cloud architectures.

[ Gartner Says Cloud Will Be the Centerpiece of New Digital Experiences ]

[ Gartner 2022 Planning Guide for Cloud and Edge Computing ]

https://www.gartner.com/en/newsroom/press-releases/2021-11-10-gartner-says-cloud-will-be-the-centerpiece-of-new-digital-experiences
https://emtemp.gcom.cloud/ngw/globalassets/en/information-technology/documents/insights/753853-planning-guide-for-cloud-and-edge-computing.pdf


Cloud Native: Container Model

● New Networking models: Single kernel becomes 

common denominator managing many networking 

objects. Network namespace based, no full-blown VMs, 

potentially lightweight ones like Kata containers, etc.

● Scale and Scope changing: A few VMs to many 

containers. Higher per-node container density for 

efficient resource use. Shorter container lifetime. 

Dynamic IP pools for containers with high IP churn.

● Generic worker nodes with co-located specialized 

functions. Entire cluster becomes service load-balancer, 

policy enforcer, *-mesh.



The challenges do not stop there …
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Cloud Native: ‘Day 2’ Challenges

● Integration requirements with external workloads, e.g. 

through more predictable IP addresses via service 

abstractions or egress gateways. BGP for Pod CIDRs, 

services, gateways.

● Successive migration towards IPv6-only clusters for 

better IPAM flexibility. NAT46/64 for interaction with 

legacy workloads.

● Connecting multiple clusters on/off-prem in a scalable 

manner. Topology aware routing. Traffic encryption.
●

● Observability and scalable container network and 

runtime security enforcement.
●

● Improved network throughput/latency, e.g. for 100G+.



But what about the building blocks?
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*raw
:PREROUTING ACCEPT [48274:48680663]
:OUTPUT ACCEPT [46709:33506771]
COMMIT
*mangle
:PREROUTING ACCEPT [48274:48680663]
:INPUT ACCEPT [48203:48677293]
:FORWARD ACCEPT [70:3334]
:OUTPUT ACCEPT [46709:33506771]
:POSTROUTING ACCEPT [46778:33510020]
COMMIT
*nat
:PREROUTING ACCEPT [0:0]
:INPUT ACCEPT [0:0]
:OUTPUT ACCEPT [31:1905]
:POSTROUTING ACCEPT [21:1305]
:DOCKER - [0:0]
:KUBE-MARK-DROP - [0:0]
:KUBE-MARK-MASQ - [0:0]
:KUBE-NODEPORTS - [0:0]
:KUBE-POSTROUTING - [0:0]
:KUBE-SEP-ARIYJBMSCT6NPKLC - [0:0]
:KUBE-SEP-EVB54GPOXM4P4KYH - [0:0]
:KUBE-SEP-JNEFDVS5622RF3KK - [0:0]
:KUBE-SEP-LHV3DTYFO2UR3QEF - [0:0]
:KUBE-SEP-PVCRDUMNZPYK3THF - [0:0]
:KUBE-SEP-RY4UHCSDDTRJ5BRD - [0:0]
:KUBE-SEP-YQP473NSN3FT53LX - [0:0]
:KUBE-SERVICES - [0:0]
:KUBE-SVC-ERIFXISQEP7F7OF4 - [0:0]
:KUBE-SVC-JD5MR3NA4I4DYORP - [0:0]
:KUBE-SVC-NPX46M4PTMTKRN6Y - [0:0]
:KUBE-SVC-TCOU7JCQXEZGVUNU - [0:0]
-A PREROUTING -m comment --comment "kubernetes service portals" -j KUBE-SERVICES
-A PREROUTING -m addrtype --dst-type LOCAL -j DOCKER
-A OUTPUT -m comment --comment "kubernetes service portals" -j KUBE-SERVICES
-A OUTPUT ! -d 127.0.0.0/8 -m addrtype --dst-type LOCAL -j DOCKER
-A POSTROUTING -m comment --comment "kubernetes postrouting rules" -j KUBE-POSTROUTING
-A POSTROUTING -s 172.17.0.0/16 ! -o docker0 -j MASQUERADE
-A POSTROUTING -s 172.18.0.0/16 ! -o docker_gwbridge -j MASQUERADE
-A DOCKER -i docker0 -j RETURN
-A DOCKER -i docker_gwbridge -j RETURN
-A KUBE-MARK-DROP -j MARK --set-xmark 0x8000/0x8000
-A KUBE-MARK-MASQ -j MARK --set-xmark 0x4000/0x4000
-A KUBE-POSTROUTING -m comment --comment "kubernetes service traffic requiring SNAT" -m mark --mark 0x4000/0x4000 -j MASQUERADE
-A KUBE-SEP-ARIYJBMSCT6NPKLC -s 10.217.0.224/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-ARIYJBMSCT6NPKLC -p tcp -m tcp -j DNAT --to-destination 10.217.0.224:9153
-A KUBE-SEP-EVB54GPOXM4P4KYH -s 10.217.0.71/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-EVB54GPOXM4P4KYH -p tcp -m tcp -j DNAT --to-destination 10.217.0.71:9153
-A KUBE-SEP-JNEFDVS5622RF3KK -s 10.217.0.224/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-JNEFDVS5622RF3KK -p tcp -m tcp -j DNAT --to-destination 10.217.0.224:53
-A KUBE-SEP-LHV3DTYFO2UR3QEF -s 192.168.1.125/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-LHV3DTYFO2UR3QEF -p tcp -m tcp -j DNAT --to-destination 192.168.1.125:6443
-A KUBE-SEP-PVCRDUMNZPYK3THF -s 10.217.0.224/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-PVCRDUMNZPYK3THF -p udp -m udp -j DNAT --to-destination 10.217.0.224:53
-A KUBE-SEP-RY4UHCSDDTRJ5BRD -s 10.217.0.71/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-RY4UHCSDDTRJ5BRD -p tcp -m tcp -j DNAT --to-destination 10.217.0.71:53
-A KUBE-SEP-YQP473NSN3FT53LX -s 10.217.0.71/32 -j KUBE-MARK-MASQ
-A KUBE-SEP-YQP473NSN3FT53LX -p udp -m udp -j DNAT --to-destination 10.217.0.71:53
-A KUBE-SERVICES ! -s 10.217.0.0/16 -d 10.96.0.10/32 -p tcp -m comment --comment "kube-system/kube-dns:dns-tcp cluster IP" -m tcp --dport 53 -j KUBE-MARK-MASQ
-A KUBE-SERVICES -d 10.96.0.10/32 -p tcp -m comment --comment "kube-system/kube-dns:dns-tcp cluster IP" -m tcp --dport 53 -j KUBE-SVC-ERIFXISQEP7F7OF4
-A KUBE-SERVICES ! -s 10.217.0.0/16 -d 10.96.0.10/32 -p tcp -m comment --comment "kube-system/kube-dns:metrics cluster IP" -m tcp --dport 9153 -j KUBE-MARK-MASQ
-A KUBE-SERVICES -d 10.96.0.10/32 -p tcp -m comment --comment "kube-system/kube-dns:metrics cluster IP" -m tcp --dport 9153 -j KUBE-SVC-JD5MR3NA4I4DYORP
-A KUBE-SERVICES ! -s 10.217.0.0/16 -d 10.96.0.1/32 -p tcp -m comment --comment "default/kubernetes:https cluster IP" -m tcp --dport 443 -j KUBE-MARK-MASQ
-A KUBE-SERVICES -d 10.96.0.1/32 -p tcp -m comment --comment "default/kubernetes:https cluster IP" -m tcp --dport 443 -j KUBE-SVC-NPX46M4PTMTKRN6Y
-A KUBE-SERVICES ! -s 10.217.0.0/16 -d 10.96.0.10/32 -p udp -m comment --comment "kube-system/kube-dns:dns cluster IP" -m udp --dport 53 -j KUBE-MARK-MASQ
-A KUBE-SERVICES -d 10.96.0.10/32 -p udp -m comment --comment "kube-system/kube-dns:dns cluster IP" -m udp --dport 53 -j KUBE-SVC-TCOU7JCQXEZGVUNU
-A KUBE-SERVICES -m comment --comment "kubernetes service nodeports; NOTE: this must be the last rule in this chain" -m addrtype --dst-type LOCAL -j KUBE-NODEPORTS
-A KUBE-SVC-ERIFXISQEP7F7OF4 -m statistic --mode random --probability 0.50000000000 -j KUBE-SEP-JNEFDVS5622RF3KK
-A KUBE-SVC-ERIFXISQEP7F7OF4 -j KUBE-SEP-RY4UHCSDDTRJ5BRD
-A KUBE-SVC-JD5MR3NA4I4DYORP -m statistic --mode random --probability 0.50000000000 -j KUBE-SEP-ARIYJBMSCT6NPKLC
-A KUBE-SVC-JD5MR3NA4I4DYORP -j KUBE-SEP-EVB54GPOXM4P4KYH
-A KUBE-SVC-NPX46M4PTMTKRN6Y -j KUBE-SEP-LHV3DTYFO2UR3QEF
-A KUBE-SVC-TCOU7JCQXEZGVUNU -m statistic --mode random --probability 0.50000000000 -j KUBE-SEP-PVCRDUMNZPYK3THF
-A KUBE-SVC-TCOU7JCQXEZGVUNU -j KUBE-SEP-YQP473NSN3FT53LX
COMMIT
*filter
:INPUT ACCEPT [2938:623620]
:FORWARD DROP [0:0]
:OUTPUT ACCEPT [2893:671491]
:DOCKER - [0:0]
:DOCKER-ISOLATION-STAGE-1 - [0:0]
:DOCKER-ISOLATION-STAGE-2 - [0:0]
:DOCKER-USER - [0:0]
:KUBE-EXTERNAL-SERVICES - [0:0]
:KUBE-FIREWALL - [0:0]
:KUBE-FORWARD - [0:0]
:KUBE-SERVICES - [0:0]
-A INPUT -m conntrack --ctstate NEW -m comment --comment "kubernetes service portals" -j KUBE-SERVICES
-A INPUT -m conntrack --ctstate NEW -m comment --comment "kubernetes externally-visible service portals" -j KUBE-EXTERNAL-SERVICES
-A INPUT -j KUBE-FIREWALL
-A FORWARD -m comment --comment "kubernetes forwarding rules" -j KUBE-FORWARD
-A FORWARD -m conntrack --ctstate NEW -m comment --comment "kubernetes service portals" -j KUBE-SERVICES
-A FORWARD -j DOCKER-USER
-A FORWARD -j DOCKER-ISOLATION-STAGE-1
-A FORWARD -o docker0 -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -o docker0 -j DOCKER
-A FORWARD -i docker0 ! -o docker0 -j ACCEPT
-A FORWARD -i docker0 -o docker0 -j ACCEPT
-A FORWARD -o docker_gwbridge -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -o docker_gwbridge -j DOCKER
-A FORWARD -i docker_gwbridge ! -o docker_gwbridge -j ACCEPT
-A FORWARD -i docker_gwbridge -o docker_gwbridge -j DROP
-A OUTPUT -m conntrack --ctstate NEW -m comment --comment "kubernetes service portals" -j KUBE-SERVICES
-A OUTPUT -j KUBE-FIREWALL
-A DOCKER-ISOLATION-STAGE-1 -i docker0 ! -o docker0 -j DOCKER-ISOLATION-STAGE-2
-A DOCKER-ISOLATION-STAGE-1 -i docker_gwbridge ! -o docker_gwbridge -j DOCKER-ISOLATION-STAGE-2
-A DOCKER-ISOLATION-STAGE-1 -j RETURN
-A DOCKER-ISOLATION-STAGE-2 -o docker0 -j DROP
-A DOCKER-ISOLATION-STAGE-2 -o docker_gwbridge -j DROP
-A DOCKER-ISOLATION-STAGE-2 -j RETURN
-A DOCKER-USER -j RETURN
-A KUBE-FIREWALL -m comment --comment "kubernetes firewall for dropping marked packets" -m mark --mark 0x8000/0x8000 -j DROP
-A KUBE-FORWARD -m conntrack --ctstate INVALID -j DROP
-A KUBE-FORWARD -m comment --comment "kubernetes forwarding rules" -m mark --mark 0x4000/0x4000 -j ACCEPT
-A KUBE-FORWARD -s 10.217.0.0/16 -m comment --comment "kubernetes forwarding conntrack pod source rule" -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A KUBE-FORWARD -d 10.217.0.0/16 -m comment --comment "kubernetes forwarding conntrack pod destination rule" -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
-A KUBE-SERVICES -d 10.99.38.155/32 -p tcp -m comment --comment "default/nginx-59: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.61.252/32 -p tcp -m comment --comment "default/nginx-64: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.166.10/32 -p tcp -m comment --comment "default/nginx-67: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.85.41/32 -p tcp -m comment --comment "default/nginx-9: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.138.144/32 -p tcp -m comment --comment "default/nginx-17: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.49.80/32 -p tcp -m comment --comment "default/nginx-37: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.164.205/32 -p tcp -m comment --comment "default/nginx-5: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.25.150/32 -p tcp -m comment --comment "default/nginx-19: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.234.213/32 -p tcp -m comment --comment "default/nginx-88: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.109.209.136/32 -p tcp -m comment --comment "default/nginx-33: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.196.105/32 -p tcp -m comment --comment "default/nginx-49: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.101.6/32 -p tcp -m comment --comment "default/nginx-53: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.226.230/32 -p tcp -m comment --comment "default/nginx-79: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.99.136/32 -p tcp -m comment --comment "default/nginx-6: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.75.233/32 -p tcp -m comment --comment "default/nginx-7: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.108.41.202/32 -p tcp -m comment --comment "default/nginx-14: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.36.249/32 -p tcp -m comment --comment "default/nginx-99: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.213.37/32 -p tcp -m comment --comment "default/nginx-77: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.107.229.31/32 -p tcp -m comment --comment "default/nginx-92: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.64.251/32 -p tcp -m comment --comment "default/nginx-16: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.101.88.159/32 -p tcp -m comment --comment "default/nginx-31: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.105.71.74/32 -p tcp -m comment --comment "default/nginx-41: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.108.92.226/32 -p tcp -m comment --comment "default/nginx-63: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.109.252.234/32 -p tcp -m comment --comment "default/nginx-18: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.118.66/32 -p tcp -m comment --comment "default/nginx-30: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.224.55/32 -p tcp -m comment --comment "default/nginx-83: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.109.16.199/32 -p tcp -m comment --comment "default/nginx-100: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.109.231.213/32 -p tcp -m comment --comment "default/nginx-61: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.27.250/32 -p tcp -m comment --comment "default/nginx-95: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.105.42.108/32 -p tcp -m comment --comment "default/nginx-12: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.35.236/32 -p tcp -m comment --comment "default/nginx-20: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.42.123/32 -p tcp -m comment --comment "default/nginx-21: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.47.225/32 -p tcp -m comment --comment "default/nginx-22: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.184.242/32 -p tcp -m comment --comment "default/nginx-51: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.77.93/32 -p tcp -m comment --comment "default/nginx-68: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.169.113/32 -p tcp -m comment --comment "default/nginx-72: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.231.169/32 -p tcp -m comment --comment "default/nginx-90: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.58.51/32 -p tcp -m comment --comment "default/nginx-4: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.101.132.61/32 -p tcp -m comment --comment "default/nginx-25: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.64.242/32 -p tcp -m comment --comment "default/nginx-39: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.154.81/32 -p tcp -m comment --comment "default/nginx-50: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.179.151/32 -p tcp -m comment --comment "default/nginx-96: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.69.30/32 -p tcp -m comment --comment "default/nginx-35: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.35.212/32 -p tcp -m comment --comment "default/nginx-38: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.61.26/32 -p tcp -m comment --comment "default/nginx-84: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.229.244/32 -p tcp -m comment --comment "default/nginx-87: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.247.138/32 -p tcp -m comment --comment "default/nginx-66: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.214.153/32 -p tcp -m comment --comment "default/nginx-11: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.102.208.205/32 -p tcp -m comment --comment "default/nginx-55: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.35.32/32 -p tcp -m comment --comment "default/nginx-58: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.107.174.56/32 -p tcp -m comment --comment "default/nginx-65: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.142.83/32 -p tcp -m comment --comment "default/nginx-2: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.248.222/32 -p tcp -m comment --comment "default/nginx-15: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.202.86/32 -p tcp -m comment --comment "default/nginx-34: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.57.213/32 -p tcp -m comment --comment "default/nginx-71: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.33.199/32 -p tcp -m comment --comment "default/nginx-69: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.101.93.81/32 -p tcp -m comment --comment "default/nginx-75: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.199.226/32 -p tcp -m comment --comment "default/nginx-78: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.103.122.17/32 -p tcp -m comment --comment "default/nginx-10: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.103.194.216/32 -p tcp -m comment --comment "default/nginx-27: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.117.130/32 -p tcp -m comment --comment "default/nginx-32: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.98.254.254/32 -p tcp -m comment --comment "default/nginx-56: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.164.89/32 -p tcp -m comment --comment "default/nginx-29: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.187.33/32 -p tcp -m comment --comment "default/nginx-42: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.68.111/32 -p tcp -m comment --comment "default/nginx-44: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.54.135/32 -p tcp -m comment --comment "default/nginx-46: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.128.46/32 -p tcp -m comment --comment "default/nginx-13: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.108.223.155/32 -p tcp -m comment --comment "default/nginx-26: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.108.101.195/32 -p tcp -m comment --comment "default/nginx-62: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.102.124.200/32 -p tcp -m comment --comment "default/nginx-73: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.101.141.155/32 -p tcp -m comment --comment "default/nginx-93: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.141.192/32 -p tcp -m comment --comment "default/nginx-70: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.198.145/32 -p tcp -m comment --comment "default/nginx-80: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.237.179/32 -p tcp -m comment --comment "default/nginx-24: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.198.6/32 -p tcp -m comment --comment "default/nginx-36: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.247.41/32 -p tcp -m comment --comment "default/nginx-40: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.111.219.198/32 -p tcp -m comment --comment "default/nginx-60: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.105.214.185/32 -p tcp -m comment --comment "default/nginx-52: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.106.56.25/32 -p tcp -m comment --comment "default/nginx-54: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.144.20/32 -p tcp -m comment --comment "default/nginx-86: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.106.133/32 -p tcp -m comment --comment "default/nginx-89: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.97.137.184/32 -p tcp -m comment --comment "default/nginx-23: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.103.243.253/32 -p tcp -m comment --comment "default/nginx-28: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.99.151/32 -p tcp -m comment --comment "default/nginx-43: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.231.60/32 -p tcp -m comment --comment "default/nginx-47: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.104.173.153/32 -p tcp -m comment --comment "default/nginx-98: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.194.184/32 -p tcp -m comment --comment "default/nginx-94: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.198.225/32 -p tcp -m comment --comment "default/nginx-97: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.108.154.23/32 -p tcp -m comment --comment "default/nginx-1: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.107.29.154/32 -p tcp -m comment --comment "default/nginx-48: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.224.213/32 -p tcp -m comment --comment "default/nginx-85: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.110.146.9/32 -p tcp -m comment --comment "default/nginx-91: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.174.231/32 -p tcp -m comment --comment "default/nginx-74: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.101.241.20/32 -p tcp -m comment --comment "default/nginx-76: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.96.49.115/32 -p tcp -m comment --comment "default/nginx-81: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.100.197.189/32 -p tcp -m comment --comment "default/nginx-82: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.105.119.26/32 -p tcp -m comment --comment "default/nginx-3: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.109.237.26/32 -p tcp -m comment --comment "default/nginx-8: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.105.132.182/32 -p tcp -m comment --comment "default/nginx-45: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
-A KUBE-SERVICES -d 10.99.220.77/32 -p tcp -m comment --comment "default/nginx-57: has no endpoints" -m tcp --dport 80 -j REJECT --reject-with icmp-port-unreachable
COMMIT

Cloud Native: Common Denominator

● Linux kernel as foundation with application sockets as data source/sinks 

and network as communication bus. Linux + Kubernetes as “cloud OS”.

● Building blocks: cgroups (CPU, memory), {net, mount, pid, cgroup, *} 

namespaces, capabilities, SELinux, seccomp, netfilter, netlink, AppArmor, 

auditd, perf, etc.   

●
● Often loosely coupled, inflexible (i.e. node-global), inefficient given 

designed decades ago (i.e. O(n)-style processing) and no Pod-awareness.

●
● Developers stuck in this ‘box’ given intent cannot be expressed with 

traditional kernel framework. Not scalable and on top often hard to 

troubleshoot for users/devops.



eBPF as cloud native tool to innovate
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Cloud Native & eBPF 

Framework to extend the OS kernel

➔ BPF as a general purpose engine with minimal instruction set
➔ Allows for running programs in kernel to customize its behavior without changing kernel’s source
➔ Programs atomically updateable to avoid workload disruption and node reboot
➔ Programs verified for safety at load time to prevent kernel crashing or other instabilities
➔ Programs can be made portable between different kernel versions
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make the kernel 
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Cloud Native & eBPF: Innovations 

#1 BPF allows to significantly speed up the development

➔ Patch lifecycle from development, merge upstream to the point where major distributions get released 
with it and users adopt it can take long time. Production users typically stick only to LTS kernels.
◆ Example: Ubuntu releases v4.15 (18.04 LTS), v5.4 (20.04 LTS), v5.10 (22.04 LTS, latest) have 2 year 

cadence. Delta from latest LTS to latest vanilla is 10 kernel releases.
◆ Innovation in the traditional model requires kernel modules or building own kernels, leaving most of 

the community out. Minimal or no feedback loop from developers to users.
◆ BPF managed to break this long cycle by decoupling from kernel releases, for example, changes in 

Cilium can be upgraded on the fly on the running kernel and work on large range of kernel releases.

v4.19 v5.0 v5.1 bpf-next

…

BPF prog



Cloud Native & eBPF: Innovations 

#2 BPF allows to shift data processing closer to the source freeing up resources

➔ Traditional virtualized networking functions such as LBs/firewalls/etc are solved at a packet level. Every 
packet needs to be inspected, modified or dropped. → $$$

➔ Reframing original problem by moving further up or down the stack - as close to the event source as 
possible - with more OS context.

➔ Example: BPF shifts towards per-socket hooks, per-cgroup hooks, XDP
◆ Significant resource cost savings which allows to migrate from dedicated boxes to generic worker 

nodes with co-located functions.

[ Netfilter hooks ] [ seznam.cz on Cilium’s XDP L4LB ]

https://wiki.nftables.org/wiki-nftables/index.php/Netfilter_hooks
https://cilium.io/blog/2022/04/12/cilium-standalone-L4LB-XDP/


Cloud Native & eBPF: Innovations 

#3 BPF allows for shorter production feedback loops and location aware processing

➔ Traditional approach required: patching in-house kernel, gradually rolling kernel to the fleet to deploy change, 
only then to start experiment, collecting data and starting over.
◆ Very long and fragile cycle e.g. nodes need to restart and drain their traffic. Unable to “move fast”.

➔ Same principle: decoupling from kernel and allowing for atomic program updates on the fly
◆ Short feedback loop especially relevant for improvements in datacenter networking 
◆ Example: TCP congestion control tuning in BPF (DCTCP, BBR), destination-specific cong. control in BPF
◆ Similarly this is required for process schedulers in BPF

[ BPF Extensible Network: BPF congestion control (left) vs. native kernel congestion control (right) ]

https://lpc.events/event/7/contributions/687/attachments/537/1262/BPF_network_tcp-cc-hdr-sk-stg_LPC_2020.pdf


Cloud Native & eBPF: Innovations 

#4 BPF enables to move traffic with significantly lower latency

➔ Allows to implement node-local forwarding infrastructure for datacenter workloads via tc BPF layer
◆ Example: Cilium contains BPF host routing and BPF bandwidth manager
◆ Retains packet’s socket association and egress timestamps all the way from Pod to phys device
◆ Main theme where BPF helps is around achieving host-native performance for Pods (netns’es)

➔ Foundation for TCP pacing, TCP BBR congestion control, TCP TSQ, and EDT rate-limiting for Pods
◆ All tie into reducing Pod’s bufferbloat in the host stack and incast in the datacenter network

[ Better Bandwidth Management with eBPF: HTB (yellow) vs. BPF + EDT (green) ]

https://cilium.io/blog/2020/11/10/cilium-19/#veth
https://kccnceu2022.sched.com/event/ytsQ/better-bandwidth-management-with-ebpf-daniel-borkmann-christopher-m-luciano-isovalent
https://kccnceu2022.sched.com/event/ytsQ/better-bandwidth-management-with-ebpf-daniel-borkmann-christopher-m-luciano-isovalent


Cloud Native & eBPF: Innovations 

#5.1 BPF provides building blocks from kernel instead of reinventing the wheel

➔ Example: BPF fib lookup helper reusing kernel routing and neighbor tables
◆ User space BGP stacks like FRR can all transparently be reused and routers built out of XDP layer
◆ Allows for forwarding plane solely in tc BPF layer via bpf_redirect_{peer,neigh} helpers

➔ In fact, most components and system tooling can be reused as-is
◆ Even AF_XDP just piggybacks on upstream drivers, netdevs, NAPI
◆ Enables easy integration without rewriting larger parts of the user space stack

[ Build an XDP based BGP peering router ]

https://blog.apnic.net/2020/04/30/how-to-build-an-xdp-based-bgp-peering-router/


Cloud Native & eBPF: Innovations 

#5.2 BPF provides building blocks which are too complex for other kernel subsystems

➔ Example: Netfilter subsystem never had a NAT46/64 translation possibility 
◆ Complex IPv4/IPv6 code-base and kernel’s packet representation (skb) contains address family specific 

data, e.g. around GRO/GSO. Some out-of-tree PoCs Jool, CLAT but they never made it upstream.
➔ For Cilium, we recently added NAT46/64 via BPF to connect IPv6-only K8s cluster via NAT46/64 gateway

◆ XDP BPF side is fairly straight-forward and most efficient given skb does not exist there
◆ tc BPF side done through bpf_skb_change_proto helper to alter skb internals for tc layer

● Also used by Android via BPF today to connect phone to IPv6-only cell network

[ Cilium 1.12: NAT46/64 for L4LB ]

https://www.jool.mx/en/intro-xlat.html
https://sites.google.com/site/tmoipv6/464xlat
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/tree/tools/testing/selftests/net/bpf/nat6to4.c?h=v5.19
https://isovalent.com/blog/post/cilium-release-112/#nat46-nat64


Cloud Native & eBPF: Innovations 

#6 BPF (to some degree) allows to fix or mitigate kernel bugs on the fly

➔ Recently used to fix a kernel bug in veth driver affecting ena’s TX queue selection
◆ See also Laurent’s summit talk: All Your Queues Are Belong to Us
◆ On-the-fly fix avoided complex rollout of new kernel, this time from cloud provider side which can 

take even longer given out of hands from infrastructure team.
➔ Resilient receive processing to reduce attack surface from bad actors

◆ Complex in-kernel flow dissector can be replaced entirely in BPF or augmented partially in BPF
◆ XDP as packet-of-death mitigation given stack (GRO and above) did not see packet yet

[ https://github.com/cilium/cilium/pull/18388 ]

https://github.com/cilium/cilium/pull/18388


Cloud Native & eBPF: Innovations 

#7 BPF enables low-overhead deep visibility and enforcement into the system

➔ For building low-overhead fleet-wide tracing/observability platforms with BPF collector(s) on each node
➔ For troubleshooting production issues on-the-fly in a safe way, e.g. via bpftrace

◆ Both allow for significantly richer visibility, programmability and ease-of-use than old-style perf

[ BPF Performance Analysis at Netflix ]                                            [ Investigating TCP Self-Throttling Triggered Overload: bpftrace example ]

https://www.slideshare.net/brendangregg/reinvent-2019-bpf-performance-analysis-at-netflix
https://developers.facebook.com/blog/post/2022/04/25/investigating-tcp-self-throttling-triggered-overload/


Cloud Native & eBPF: Innovations 

#7 BPF enables low-overhead deep visibility and enforcement into the system

➔ For building low-overhead tracing platforms...

[ https://github.com/cilium/tetragon/pull/399 ]                                  [ Tetragon: Grafana Dashboard examples ]

https://github.com/cilium/tetragon/pull/399
https://github.com/cilium/tetragon


Cloud Native & eBPF: Innovations 

#8 BPF decouples from legacy UAPI and allows for efficient data processing

➔ Reduces the kernel’s feature creeping normality and keeps fast-path to a minimum and fast
➔ Complex, custom use-cases don’t need to become kernel UAPI, just the building blocks in BPF

◆ Building blocks like helpers, maps are also decoupled from entry-point into BPF
◆ Example: Fully conformant, faster and customizable kube-proxy replacement in BPF

[ Kubernetes service load-balancing at scale with BPF & XDP ]                           [ kube-proxy via iptables/ipvs vs BPF: CPU capacity ]

https://lpc.events/event/7/contributions/674/
https://cilium.io/blog/2020/06/22/cilium-18/#kubeproxy-removal


Cloud Native & eBPF: Innovations 

#9 BPF is an enabler to build policy enforcement features around stronger notions of identity

➔ Abstracting away from high Pod IP churn is crucial in Kubernetes environments
◆ IPs become meaningless given everything is centered around Pod labels and generally Pod lifetime 

is decreasing, e.g. ephemeral workloads
◆ BPF helps to abstract from IP to identity and also to
◆ build egress gateways for Pods with more stable IPs

[ Cilium: Identity-based Security ]                          

https://docs.cilium.io/en/stable/concepts/security/identity/


Cloud Native & eBPF: Innovations 

#10 BPF allows developers to extend kernel but with a safety-belt on

➔ Perhaps the most important feature that BPF brings to the table
◆ Development and testing costs much higher for kernel code vs BPF code for same functionality
◆ Also troubleshooting production environments easier due to BPF’s built in safety via verifier
◆ Portability for BPF modules across kernel versions is achieved with CO-RE, kconfigs, BTF type info

➔ BPF flavor of the C language is a better and safer choice for kernel programming

[ The journey of BPF from restricted C language towards extended and safe C. ]

https://lpc.events/event/16/contributions/1346/


What comes next?
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Cloud Native & eBPF: Future 

#1 BPF core: More building blocks and lower entry barrier for developers

➔ On the way to support 100% of C in safe way... today BPF already supports:
◆ Global and static variables
◆ Global and static functions
◆ Type information via BTF for symbolic access (CO-RE) and safety analysis
◆ Loops (bounded loops, bpf_loop helper, bpf_for_each* helpers, iterators)
◆ Atomics, timers, spinlocks

◆

➔ Extensions to BPF core is production need driven
◆ New use cases such as BPF process scheduler also push boundaries for BPF core, e.g. being able to 

implement data structures natively within BPF or having programs in place at early boot
◆

➔ Cross platform support & standardization
◆ Feature parity between all major architectures (x86-64/arm64/riscv64/ppc64/etc), compilers 

(LLVM/gcc), and platforms (Linux/Windows/hardware/user space)
◆ eBPF foundation to publish iterations of BPF specification, guidelines for developers and 

distributions, and technical roadmap



Cloud Native & eBPF: Future 

#2 BPF core: Signing and supply chain security

➔ Main goal is the attestation of origin to verify if source is authorized to run BPF programs
◆ Keeping out bad actors while also clearly identifying allowed actors using BPF
◆ Challenge: the vast majority of programs in the ecosystem are of dynamic nature (think of bpftrace)
◆ If signing would only cover static programs, we’d lock out 99% of users which is a clear non-starter

◆

➔ Various approaches are under discussion, e.g. container-level or BPF program-level along with all assets 
to be able to perform CO-RE in-kernel after signature check
◆ Not really one-size-fits-all type solution for covering different scenarios
◆ Gatekeeper BPF program at early boot with hooks into verifier and BPF syscall commands which 

performs signature checks via in-kernel key management facilities
◆ Signatory service for BPF ecosystem to solve dynamicity
◆ Might later also enable granular restrictions

◆

➔ Ideally multi-platform support given high interest for supporting Linux/Windows runtime
◆ eBPF foundation could provide a reference implementation



Cloud Native & eBPF: Future 

#3 BPF core: Increased focus on profiling BPF with BPF

➔ Increased use of various BPF components doesn’t automatically translate to ‘faster’
◆ Badly written programs can of course cause performance regressions
◆ More visibility into profiling BPF itself becomes increasingly important
◆ Early work/ideas around things like `bpftool prog profile` to extract performance counters and 

code-coverage for programs



Cloud Native & eBPF: Future 

#4 BPF applications: Cloud native will see even bigger adoption

➔ Similarly as Kubernetes fans out further into edge environments, so does BPF
◆ 5G dataplanes with BPF, IoT security enforcement with BPF exist today
◆ APM and security monitoring platforms with BPF at its core
◆ XDP & BPF L4LBs/gateways into the cloud, memcaches/accelerators, etc
◆ Overheard at LPC conference: XDP and BPF is running in wind turbines already

◆

➔ Adoption growing in ISP and telco environments as well
◆ XDP and AF_XDP blends in naturally with Kubernetes as opposed to DPDK given it suits generic 

workloads, shipped upstream everywhere, easy to use and context already in kernel space
◆ Traffic engineering via BPF and SRv6

◆

➔ See also initial Gartner statement with regards to Kubernetes mainstream adoption
◆ BPF-based solutions piggy-back on this as well given they are preferred choice or default already
◆ Clear trend we also see from users that vast majority is on 5.4/5.10+ kernels by now thanks to AL2, 

COS, Flatcar, Ubuntu and other cloud based images iterating faster providing good foundation



Cloud Native & eBPF: Future 

#5 BPF applications: Strong continuous growth of existing and new areas

➔ New use cases on the horizon
◆ BPF process scheduler to customize e.g. CFS for data center workloads. Different proposals from 

Google, Meta, Huawei and convergence around base infrastructure that fits everyone.
◆ BPF and IMA for file integrity protection/monitoring of system software and user applications
◆ BPF and XDP-like layer plus better observability for storage devices, e.g. around block layer and below

◆

➔ Longer-term or moonshot-type directions
◆ More use-cases around BPF as safe and portable kernel modules

● BPF drivers for HID devices set precedence but think more generically
● BPF could potentially solve the RHEL-like kABI challenge via CO-RE

◆ Kernel live patching through BPF which may not be too far out with f{entry,mod_ret,exit}
◆ Sustainable computing projects like Kepler exporting power consumption data via BPF for Kubernetes 

clusters. Also ties into data sharing for richer context between layers, e.g. for BPF process scheduler.
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